I. Introduction
With the tremendous use of digital images and the availability of powerful image editing softwares it becomes very important to verify the content of digital images before relying on them. In today's digital world, digital images are one of the principal means of communication. Every day millions and millions of images are uploaded on social networking sites. With the advancement and easy availability of image editing tools like Photoshop, GIMP, it becomes very easy to manipulate or tamper the digital images and create forgeries without leaving any visual clues, and such manipulations may change the whole semantics of the image. The tampered image may totally convey different information than that of the original image. Therefore, digital images have lost their trust and it has become necessary to check the originality of content of the images when they are used in some critical situation like criminal investigation. Digital images found their applications in various fields like media, journalism and sometimes they are used as evidence in courts. Hence it becomes very important to verify that whether the image is real or fake. So, the Digital Image Forensics emerged as research field that aims to detect the forgery in digital images.
The main goal of Digital Image Forensics is to check the authenticity and integrity of digital images. Digital Image Forensics is of two types: Active and Passive. Active image forensics requires the pre embedded information such as watermark or digital signature in digital images for tampering detection. While the passive image forensics detects the tampering without any pre embedding of information. Passive approach does not require any prior explicit information about the images. The main drawback of active image forensics is that it requires pre embedded information in digital images, which is not always available, because most of the cameras available in the market are not equipped with the facility to embed the watermark or digital signature in images that can be used later in forensic analysis. Passive image forensics overcome this drawback and is widely used for forgery detection in digital images as most of the images available today are without any watermark or digital signature.
In this paper the passive image forensic method is presented to detect one of the important tampering techniques known as Copy-Move forgery in which a part of an image is copied and pasted on another part of the same image. Copy-Move forgery is performed in order to hide certain details or to duplicate objects within an image. Since the forgery is performed within a single image, therefore, the tampered region has almost same properties as that of the original image which makes it very difficult to identify by the human eye. Fig.1 shows the example of copy-move forgery which took place in July 2008 in Iran. The tampered image was published in various international newspapers showing four missiles but only three of them were real [12] .
It is very common practice in copy move forgery that certain postprocessing operations like, rotation, scaling, adding noise, jpeg compression and blurring are performed on the forged part of the image in order to hide the tampering traces and make the detection difficult. Hence the copy move forgery detection method should be robust enough to such postprocessing operations.
The rest of the paper is organized as follows: Section II presents literature survey related to copy move forgery detection. Overview of SURF algorithm is presented in section III. The proposed methodology is presented in section IV. In section V experimental results are given and finally the conclusion is given in section VI.
II. Literature Survey
At different times researchers use different approaches in image forensics to detect the copy -move forgery in digital images. Copy move forgery detection methods using passive approach for detection can be divided into two groups: Block based methods [3] , [4] , [5] , [10] and keypoint based methods [6] , [7] , [8] .The very first passive method for detection of copy move forgery is presented by Fridrich et al [3] that uses Discrete Cosine Transform (DCT) for the detection of copy move forgery. In this method the image is divided into overlapping blocks and then DCT is performed on each block. These DCT coefficients of each block are quantized. Each DCT quantized block is stored as a row in a matrix and then the lexicographical sorting is used for matching purpose to identify the tampered regions. Using this approach the flat and uniform regions lead to false matches. In [10] Popescu and Farid apply PCA on overlapping image blocks to yield a reduced dimension representation. In this approach Copy move forged regions are also detected by lexicographical sorting of the image blocks. This method is robust to minor variations in image due to additive noise and lossy compression [10] . Another method presented in [5] applies Fourier Mellin Transform on each block. This method handles minor variations in rotation and scaling. In [4] the authors use the Discrete Wavelet Transform to compress the image, then the compressed image is divided into overlapping blocks and phase correlation is used as similarity criterion to identify the duplicate blocks in an image. This method shows robustness towards noise and jpeg compression but fails to be rotation and scale invariant. The block based methods are sensitive to rotation and scaling and they are computationally very complex. To overcome the limitations of block based methods the researchers use keypoint based methods: SIFT and SURF for detection of copy move forgery. Amerini et al. [6] proposes a method that is based on Scale Invariant Feature Transform (SIFT). In this method the SIFT features are extracted from the image which are then matched with each other to locate the forged duplicate regions in an image. The drawback of this method is the high dimensionality of the SIFT descriptors. Another method is presented by Xu Bo et al. in [7] that use Speed Up Robust Features (SURF) for copy move forgery detection. In [7] multiple copy move forgery detection has not been addressed.
In this paper the passive image forensic method for detection of copy move forgery is presented which is based on SURF. In this method the keypoints are extracted and their descriptors are computed using SURF algorithm. The keypoint descriptors are then matched by using Nearest Neighbor approach to detect the copy move forged regions in an image. This method is robust enough for various manipulations like adding noise, jpeg compression, blurring and is also scale and rotation invariant. This method also detects multiple copy move forgeries also known as multiple cloning.
III. Surf Overview
Speed Up Robust Features (SURF) is rotation and scale invariant keypoint detector and descriptor. It is computationally very fast. This is achieved by the use of integral images. In SURF the keypoint detection uses basic Hessian-matrix approximation. The keypoint descriptors are formed by using Haar wavelet responses in the neighborhood of the specified keypoint [11] .
A. Interest Point Detection.
For interest point detection SURF uses a basic Hessian-matrix and the integral images which reduce the computation time. Hessian matrix at any point can be calculated as: consider a point in an image I, the Hessian matrix in at scale σ is defined as follows:
In the above matrix, denotes the convolution of the Gaussian second order derivative with the image I at point , similarly for and . SURF approximates Gaussian second order derivatives with box filters. With these box filters image convolutions can be computed speedily by using integral images. The approximation of the second order Gaussian derivatives in x, y and xy direction is denoted as , and respectively. By choosing the weights of the box filters adequately, an approximation for the Hessian determinant is calculated by (2) .
For localization of interest points in an image and over scales, non-maximum suppression is applied in a 3 × 3 × 3 neighborhood [11] . The points which are associated with the maxima of the determinant of Hessian matrix are considered as interest points.
B. Interest point description
For interest point description SURF first constructs a circular region around the detected interest points to assign them a unique orientation. This step is used to achieve invariance to rotation. Then for the extraction of the descriptor, a square region is constructed around the interest point. The square region centered on the interest point is divided into 4 × 4 sub-regions. For each sub-region Haar wavelet responses at regularly spaced sample points are computed. Then the wavelet responses in horizontal and vertical directions are summed up over each sub-region and form a set of entries in the feature vector. To bring the information about the polarity of the intensity changes, SURF also extract the sum of the absolute values of the responses,| |and| |. Hence each sub-region has a descriptor vector given in (3).
Concatenating this for all 4×4 sub-regions, a descriptor of length 64 is obtained [11] .
IV. Proposed Method
The proposed method is to detect the copy-move forgery without using embedding of any explicit information in digital images. The method is based on SURF algorithm. In this method the input image is taken and if it is not a gray scale image then convert it into gray scale before further processing. In this method the feature extraction and description is performed by using SURF algorithm and then these features are matched with each other in order to locate the copy-move forgery in digital images. The work flow of the proposed method is shown in Fig2. 
A. Keypoint Detection and Description
In this method the keypoints are detected and described by SURF algorithm as mentioned in section III. For the sake of clarity, in this step, given an input image a set of keypoints P={p 1 , p 2 ,….,p n } are detected and their corresponding descriptors{d 1 ,d 2, …,d n } are computed which are further processed.
B. Descriptor Matching
In this step the keypoint descriptors are matched with each other to identify the matching keypoints. The best match of the keypoint can be found by identifying its nearest neighbor i.e. the keypoint with minimum Euclidian distance. The matching algorithm used in this method is Nearest Neighbor Ratio. For detection of copy-move forgery in digital images the matching procedure based on Nearest Neighbor Ratio is described as follows: 1) Take the set of keypoint descriptors obtained in keypoint description step. 2) Calculate the Euclidian distance of a keypoint descriptor to all other descriptors and obtain a distance vector. The distance vector contains distances of the test descriptor to all other descriptors. 3) Sort the distance vector in ascending order of distances. 4) Calculate the ratio of nearest neighbor to the second nearest neighbor. 5) If the ratio obtained in step 4 is less than a predefined threshold T, then the keypoint is matched to its nearest neighbor, otherwise it is discarded. The threshold T used in this paper is 0.5. 6) Repeat step 2 to step 5 for all descriptors. 7) Retain the matched keypoints and display them on the image to locate the copy move forged regions. 
V. Experimental Results
The proposed method is evaluated on a dataset MICC-200 [13] and some personal collected images. The images are tampered by using image editing softwares Photoshop and GIMP. Experiments are performed on various images, starting from the basic case of plain copy-move forgery in which no postprocessing operation is applied on the forged part. But it is very common to apply postprocessing operations like adding noise, blurring, jpeg compression, scaling, rotation, and combined transformations on the forged region of an image in order to make the detection harder. To check the robustness of the proposed method experiments are also performed on the images in which the different operations mentioned above are applied on the forged region of an image. The method is also evaluated to detect the multiple copy move forgeries. Fig. 3 shows the results of the method for detection of plain copy move forgery. The detection results show that the proposed method identifies the forged regions with high accuracy. Scaling and rotation are the most common transformations which are applied to the forged part in order to hide the trace of forgery. Fig. 4 and Fig. 5 show the detection results for scaling and rotation respectively. The experimental results in Fig.5 show the rotation invariance of the proposed method. When the forged part is rotated with some angle the number of matches decreases but still the method gives the significant numbers of matches by which we can identify the copy move forged parts in the tampered image. As in Fig.5 (a)-(f) different rotations are applied on the forged part of an image and the method accurately locates the copy move forged parts in them. The results show that the method can also handle higher degrees of rotation.
Subsequent experiments are performed to check the robustness of the method in case of adding noise, blur and combined operations to the forged part of the image. The results of such experiments are shown in Fig.6 and Fig.7 . It is very common in copy move forgery that same part of image is copied again and again in the image which results in multiple cloning. To handle multiple cloning, step 5 of the matching algorithm is iterated between the distance values v i /v i+1 in a distance vector of a descriptor until the ratio is >T. If at certain valve v j the stopping condition is reached. Then the keypoints which correspond to the distances up to v j are considered as a match for the test keypoint. Fig. 8 shows examples of images with multiple cloning and their detection results using the proposed method.
The experimental results show that the proposed method is highly robust to postprocessing operations such as adding noise, blurring, jpeg compression, scaling and rotation, which are applied on the forged part of an image. The method detects the copy move forgery with high accuracy even when the tampered regions undergo certain severe manipulations. To measure the performance of the method two metrics True Positive Rate (TPR) and False Positive Rate (FPR) were used.
T Number of forged images detected as forged umber of forged images
The TPR of the method is 100% and that of FPR is 5%. These values show that the proposed method performs well having low FPR while maintaining the high True Positive Rate.
VI. Conclusion
In this paper passive image forensic method to detect copy move forgery is presented which uses SURF algorithm for feature detection and description and Nearest Neighbor Ratio is used for matching purpose in order to locate the copy move forgery in digital images. The proposed method not only detects the simple one to one copy move forgery but also performs well when certain postprocessing operations such as adding noise, jpeg compression, blurring, rotation, scaling or any combined operations which are applied to make the detection difficult. Experimental results show clearly that the method is highly robust to all such operations. This method also detects multiple copy move forgeries with high accuracy. The future work will be concerned with the improvement of the method to detect the copy move forgery when the copied part is of highly uniform texture where the keypoints are not detected by SURF algorithm. 
